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Computer technology is increasingly becoming padu lives. Today, few of us are able
to spend a day without using gadgets and the lete@ommunication cannot be
represented without correspondence in messengeisoaral networks. All human life or
it's important aspects are stored in one's phawesputers or any other device. All of
these trends require a well-developed system dégption, which will not allow the
attackers to access personal information of thegmerToday, computer security is
developing at the same tremendous pace as teclyn@aoglet's see in details what
computer security is?

The majority of people involved in business anshgghe Internet is definitely aware of
how important the security of the network is. Amgrisactions occurring in the company,
whether the development plans, and the turnovenpdrtant documents or actions with
finance, without proper protection sooner or latékbecome known to attackers.
Unfortunately, this is the truth with the world,ezything that was not protected on the
network, will be stolen. The computer system isltgtsafe when switched off,
disassembled, or locked under a key that was destrdn all other cases there is a chance
of losing sole control over it. First of all, tocrease security you need to use passwords of
a certain complexity. The safest of them shoulélishe lowercase and Superscript Latin

letters, numbers and characters, e.g. " _".
Another integral part of the system security anehgoter is antivirus software. Thus
whatever the software has not been installed,ytbie can only protect the user. Reliable
computer protection is ensured by the proper usatiwirus programs. The user should
scan for viruses all of the media that is connetagtie computer, to adhere to certain
rules when working with email. It is very importantuse only certified antivirus software
packages. Today in Russia, these are the Kaspanskipr. WEB.

What is an antivirus program? Antivirus programtiarus) - program to detect computer
viruses and unwanted programs in General, andreestmtaminated with such programs,

files, and also for prevention of infecting filesaperating system with malicious code.



Good antivirus software should provide effectivetpction in real time, to check the
contents of the hard disk automatically or usirgyritanual start, to be able to protect your
computer even against unknown viruses, repair iatefiles, receive daily updates of your
software and to ensure top-notch security.

It is also important to follow the method of contiec to the network. The connection
must be secure; otherwise, just connecting to dingpciter it immediately becomes almost
completely open to intruders. Connection secustgrisured by special encryption
technology. When exchanging information in thisreection it uses a special Protocol to
transfer data, which your computer and a servewkasecret key that allows both
encryption and decryption of information.

Here we come to one of the most important proceslsesmputer security - the
encryption. It is engaged in a special branch ahematics - cryptography. Cryptography
primarily consists of two major areas: cryptograpéycryption directly) and methods of
disclosure (cryptanalysis). Consider the princgdfleperation of cryptographic systems.
The aim of the work is that the text that was wntby someone else, or any other
information (all of this is called clear text), wasned into a completely incomprehensible
jumble of characters (ciphertext, cryptogram).tétiurn, the recipient who is to receive
the transmitted information must be able to deddeéerypt) it. Thus a cryptanalyst who is
considered the opponent should not be able to detlrg cryptogram. If he was able to
decrypt the data and he is able to do the sameanitfother information encrypted by the
cryptosystem, then we say that the cryptosystenbeas disclosed.

To ensure maximum safety of information cryptogsaphould follow the next rule,

which has been made by the Dutchman Kerkhoff: ¢igtrength should be determined
only by the secrecy of the key. In other words,rthle is that the whole encryption
mechanism, in addition to the secret key, is iytisnown to the adversary.

There are two kinds of cryptosystems: symmetricrgtekey) and asymmetric (public
key). The first is characterized by the presenca whiversal key capable to encrypt and
decrypt the information. The key must be kept ateritial by both parties. This is
Kryptonite that has its pros and cons. It is be&dthat the complexity of the key, the more
unlikely will be the opening of just such a systé&tso it has simplicity and great speed.



Asymmetric system assumes the existence of two kpgsate and public. One of the
keys is used to encode information and the otf@rdecryption. The public key is freely
available to everyone, a secret is available amlyrte person - the recipient of the
information. The system enhances security as amyperson has an access to
information. Cryptographic protection is a relatjveheap method of protection and the
tools to overcome it, or has an incredibly higlceror doesn't not exist a priori. To find
out how secure the cryptosystem is one must fulgvkthe algorithm of its work. Only

by fulfilling this condition, it is possible to chk the stability protection. Only a specialist
Is able to do this, and it is very often when th&tam is so complex that inspection is
economically feasible. Cryptography is a very impot part of computer and information
security, so any country in the world pays speaitEntion on it and strictly controls
everything about it. To be eligible for the creataf cryptographic products, the company
must be certified. To obtain such a certificate 1gery difficult task, sometimes it is even
iImpossible.

In the twenty-first century technologies steppedvird so much that there were devices
even without access to the system able to read@mrsse's information. Therefore,
another integral part of keeping data safe is adyhysical) protection. It is used when
certain source of danger can appear. Usually th@xfimg measures are taken:

» Search and disabling of devices capable of iefgtneg the transmitted information

» Search and detention of persons who install sieefces

* Identifying potential vulnerabilities in the seity system that will help cyber criminals
to gain unauthorized access, and so on.

Nowadays various electronic masking devices angagtapplied to create broadband
noise signal that interferes with the operatiod@fices that can be used by attackers to
gain access to information.

Thus, it becomes clear that computer security afatmation protection are now actively
developing. And it is not only a natural featuret & necessity. If these directions are a
little slow, in our information age, it can leadabsolutely unpredictable consequences. A
huge responsibility today rests on the shouldefstofe professionals in computer and

information security. It is quite clear that petfegethods of protection do not exist. There



IS no such antivirus which will always protect yaamputer from danger. All this is
proved mathematically based on the theory of fiautomata. Data security is first of all
only in our hands. If we use a special softwarjlitincrease our data security level

which is so precious.
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