Measuring distributed malware.

A number of challenges arise in using crawling ®asure the size, topology, and
dynamism of distributed botnets. These challemgasde traffic due to unrelated
applications, address aliasing, and other activecgaants on the network. Based
upon experience of developing a crawler for therrBtbotnet, one can describe
each of the issues encountered in practice. ThemSeworm is a botnet which
appeared in the early months of 2007. Its progifiewth, the use of decentralized
command and control communications based onoveenet P2P protocol and
fast-flux servers for secondary-stage binary digtidm, as well as the capability
to aggressively defend itself, make Storrmaable species in the malware
ecosystem. Despite considerable interest, Stodafensive capabilities and its
distributed nature have complicated the adeumstimation of its size and
understanding of its network behavior. Unlike ttaxhal DHTS, the distribution of
peer IDs is not uniform. Underlying virtually alleasurement endeavors is the
premise that the signal being measured can beaeddrom any noise produced
by the environment or the measurement system.itééffis assumption is not true,
or if care is not taken to account for noise, ttienresulting measurements may be
badly skewed or meaningless. This issue has loeg bppreciated in the Internet
measurement community, since even quiescent netwedeive continual streams
of bizarre traffic colloquially referred to as Imet background radiation [1].
However, it is less widely appreciated that vasaat this problem impact our
ability to meaningfully study online distributed lware such as botnets. In
particular, the practice of crawling as a technifpremeasuring the size, topology
and dynamism of distributed botnets is fraught with potential for error. At a
minimum researchers must contend with temporal iyes (e.g., address space
reuse), unrelated applications (i.e., many bots gyllgck on existing
communications protocols), and address aliasing.,(ezia NAT). Potentially
worse, however, is the impact of other active pgrdints. Unlike traditional
malware whose environment is largely self-contaimethin a single machine,
distributed malware is effectively a single arttfae- providing services to the
entire Internet. Thus, no single group can safedspme to be measuring a botnet
in isolation. In fact the activities of other resd®ers, miscreant competitors or
well-meaning vigilantes will automatically be paftany raw measurement. One
may try to highlight these problems. Experimenteseloped a crawler for the
Storm botnet. Storm uses an existing well-docuetw peer-to-peer protocol to
implement a directory service and thus isightforward to crawl.
Unfortunately, the intuitive way to implement suehcrawler — recursively
guerying peers for their neighbors until a tramsitclosure is complete — can



produce a size estimate many times largen tihe true size of the network.
Indeed, depending on how one measures — diffgrent time scales, using
IP addresses or peer identifiers, using inbounduasty or active probes —
different characterizations can be reached. Thisy meaplain in part the
considerable diversity of claims in the securityg® concerning the purported
"true size" of the Storm network. Even discountthg effects of flooders, naive
approaches for counting the number of active Stooales result in estimates an
order of magnitude larger than the actual numbeer@he course of a typical day,
simply counting unique overnet IDs would estimateero 900,000 bots and
counting unique IP addresses would estimate over0B0, whereas the actual
number is likely less than 40,000. The presencetloér active participants in the
system in the certain moments of time may lead igmificant Storm-related
perturbations of the network traffic. This problésikely to be fundamental and
will continue to present challenges for measuriisgrithuted malware in the future.
The combination of its effectiveness and uniquehiggcture has focused
increasing attention on the Storm botnet. Initiakkvhas detailed the operation of
the Storm malware as it transforms a host into & & well as the basic bot
communication patterns [2, 3]. Recent work seagghire identifier space of the
DHT underlying Storm reveals significant non-unifoties from poisoning, and
suggests one heuristic for pruning poisoned pedrsdne may complement this
work with a more comprehensive pruning strategy tteects and distinguishes
among peers that are unresponsive, advertise eutoaddresses, or attempt to
poison the network. The size of a botnet is thetrpopular metric measured and
reported, yet perhaps the one with the most vagiahkis issue has been explored
in detail in [5], highlighting the challenges of asairing botnet size and explaining
why size estimates can vary substantially. The go#&b identify and distinguish
active bots in the system in the face of unrelagplication traffic, address space
reuse, address aliasing, and other active pamitspsuch as poisoners, polluters,
and researchers. In that sense, one may extergttlod techniques in [5] and [4]
for refining size estimates specifically for th@i®h botnet, particularly in the face
of poisoning and NAT. In doing so, though, [10] moly obtains a more accurate
estimate of botnet size, but more importantly reesoxoise from other analyses
such as the dynamics, operation, actions, and bwhaefs Storm. Address space
reuse via DHCP and address aliasing via NATs [@&8¢ uncertainty to bot
disambiguation when using IP addresses [5]. Apptina identifiers can
disambiguate in both instances [7], but NATs présget another problem.
Ensuring that a peer is live and functioning (bel/gust appearing in a routing
table) requires active communication with the pétswever, a crawler cannot
directly contact peers behind NATs. Instead, ayals to [8], [10] relies upon



communications initiated by peers behind NATs tearlse and disambiguate them.
Finally, since poisoning attacks are beinggedagainst Storm, whether
effective or not as an attack against St¢@nany measurement efforts must
take poisoning into account [4]. [10] describesffective heuristics for
differentiating between valid and masqueradi@®prm nodes and a strong
predicate based upon reverse engineering the Stdbngenerator. The Storm
botnet is organized around a Kademlia basgddistributed hash table (DHT)
implemented using the overnet protocol. Eachenigdidentified by a 128-bit
overnet identifier (OID). At startup, a node chao#s OID pseudo-randomly and
proceeds to find its neighbors (in the space of)IDhe search is boattrapped
from a list of peers included with the binary ifsdlhe node then advertises itself
to its neighbors in the overnet, and continues dbueg itself throughout its
lifetime to maintain a presence in the networktasset of neighbors changes. To
insert a key-value pair into the DHT, a node punasthe key, which comes from
the same 128-bit OID space as node identifiera,iode with an OID close to the
key. To retrieve the value associated with a keyg@e searches for a node close to
the key; if a node has the associated value, iédides the value to the searching
node, which then requests it. Because every Starde marticipates in overnet,
enumerating its participants is a logical meanslentifying bots and determining
the botnet's size and composition. However, Hoparticipants can be trusted
implicitly; Storm has both been the target of agpesnto disrupt the network via
poisoning, as well as the victim of buggy implenatioins which report
participants incorrectly. Each of these propertireake identifying the true
population of the botnet non-trivial. Based upore tprotocol and correct
functionality of individual bots, one [10] has déyged a number of heuristics for
removing invalid nodes from our participant lisDoing so also allows [10] to
much more accurately estimate the size of the nm&twihile reverse-engineering
the algorithm Storm uses to generate OIDs, [diBfovered that it can generate
only a very small fraction of the possible OIDsth&lugh an apparent flaw in
Storm's OID generator, it is very helpful for a wlar because it provides a
convenient means for identifying Storm nodes. Nddti nodes will join the
network with the same OID at the same time, ancefbee OIDs cannot be used to
estimate the size of the botnet. Furthermore, dsgidvhich node receives a
message addressed to an OID with collisions becomedeterministic. It depends
on which peers receive published messages, andHuse peers deal with aliasing
in their routing table implementation. To mitigdtee problem, a crawler should
search for an OID at several different points & tletwork. The initial purpose of
Storm drain was to identify infected nodes at mstitution to maintain a clean
network. The crawler bootstraps onto the networkgia list of peers either from a



previous crawler instance or a list of peers ex¢éhdrom a Storm binary. The
crawler then contacts every peer on its interrsaldnd requests a list of additional
peers to increase its knowledge of the connectedspeAfter communicating with
all known peers, the crawler performs a pruningreutine to determine which
peers to remove from its contact list either beeahsy are no longer responding,
are incorrectly advertised addresses, or are gdgsaitempting to poison the
network. After pruning, Storm drain repeats the cpss continuously, and
periodically dumps its internal state. Storm dreamtinuously sends messages to
peers to monitor their responsiveness, contactach epeer roughly every 30
seconds. How peers respond to those probes datsmnhiow they transition
among states in the machine. Storm drain leafnsewv nodes as it crawls the
routing tables of peers on the network, and wheratives unsolicited messages
from other peers. When a new peer replies to agprStorm drain moves it to the
live state. If a new peer does not respond to aolggs, Storm drain places it in the
removed state. If a peer responds to a sufficiemtber and kind of probes, the
peer moves from live to active. If an active pedisfbelow that threshold it moves
back to the live state. In [10] have been usederdfit kinds of messages. It
required multiple responses to help differentiaténMeen actual Storm nodes and
masquerading active responders. Storm drain movéseapeer that has not
responded after a timeout expired to the dead @tadee are many reasons why a
node may not respond). A dead peer that respornfdsebleeing removed moves
back to the live state. Storm drain currently uaesmeout of 15 minutes based
upon our experience. Storm drain probes dead peerdower rate. If it does not
respond after a timeout, it moves to the removatesAn active peer that appears
to be abusing overnet (flooding, poisoning, brokepléementation, etc.), moves to
the removed state immediately and bypasses any sttite. Any short sequence of
probes to a peer generates ICMP error. Responsassmpeer to the removed state,
again bypassing any other state. If a removed {he¢was previously dead starts
responding again, it moves back into the live staterm drain clears all statistics
and counters for the peer and treats it as if ieveenew peer. The set of nodes in
each of these states captures the activity of noddse Storm botnet. The set of
new nodes are those nodes which have beeertseéd tdStorm drain but
have yet to respond to a probe. The setlved@ nodes are those nodes
which are responding to Storm drain probes, lanemot responded sufficiently
well to a range of messages to identify them asn$tearticipants. The set of
active nodes are those nodes which properly respppadange of Storm messages
and appear to be active participants in the Stootndi. The sets of dead and
removed nodes track expired nodes which can bedw®eagain (dead) or be
removed from further tracking (removed). An immeeiaonsequence of Storm



drain node tracking is that we can estimate thelbmrrof active participants of the
Storm botnet. Note that Storm drain actually teatko independent variants of
the Storm network simultaneously. They are the aartsof an older version of the
Storm implementation and the botnet formed by tireemt Storm implementation.

One unique challenge to tracking the Storm botsethat Storm and other
applications use the same overlay network protom@ating a protocol aliasing

problem. Storm shared its overlay network with ssgrovernet-based file-sharing
programs such as MLDonkey. As a result, a crandexds to differentiate between
nodes participating in the Storm protocol and otlagplications.  Simply

identifying participants in the network as Stormuleb include the file-sharing

nodes, thereby overestimating the botnet populaboming the evolution of Storm

drain, we explored two heuristics for differentmgtiStorm nodes from nodes using
other applications. One technique is to classdges by their usage of the
protocol and by the content hashes they puldisth search for. Overnet
published messages can contain metadata tags exttashkey value pairs. File

sharing applications can publish content hashels mgtadata, but all but a few
versions of Storm do not. Consequently, a craséer mark the nodes publishing
or searching for these hashes as non-Storm notedhduristic is transitive: when
a node is marked as non-Storm, the crawler can i hashes that the node
searches for and publishes as non-Storm hashesndag that searches for or
publishes those hashes is non-Storm as well. Withheuristic, the more time

spent crawl the network, the more comprehensive sbie of known hashes

becomes. Conversely, we can also positively idgri@tbrm nodes by their use of
hashes specific to Storm. When a newly infectedn$hode starts, for example, it
searches for well-defined hashes to rendezvous tvéhrest of the Storm botnet.
[10] reverse-engineered the algorithms used todmend decode Storm key-value
pair content hashes. Storm drain can thereforetifgiemashes as known Storm
content with very high probability, and mark anydecsearching for or publishing
those hashes as Storm nodes. Once we resegageered the Storm OID
PRNG, these heuristics were no longer necessamyov&rnet message containing
one of the 32K Storm OIDs immediately identifieatthode as a Storm node. For
evaluating [10] methodology, however, [10] care uke set of Storm OIDs as
an oracle to estimate the accuracy of the abmeidtics. For instance, we
examined a snapshot of 24 hours of nodes observédteamvernet network that are
subject to the protocol aliasing problem betweemrBt and file-sharing

applications. Using the known Storm OID set as i&atle, 35% of those nodes are
infected with Storm. The metadata heuristic greatlgrestimates the set of Storm
nodes as 94% of all nodes. The known Storm hashistieu however, severely

underestimates the set, only identifying one nodeaaStorm node. Neither



heuristic effectively resolves the protocol aligsiproblem, motivating the other
heuristics we developed below. Storm began to @hdy messages using a simple
transformation with a static key. With this chan§&rm bifurcated into encrypted
and unencrypted networks: newly infected nodes comeoated with each other
using encrypted messages, and previously infeaddswere stranded. This older
version of Storm remains active today, howeverady one point in time, nearly
5,000 hosts remain infected with the older formSeérm communicating using
unencrypted traffic. Storm drain actively trackglas in both variants of the Storm
network. Fortunately, the use of encrypted commatioa conveniently solves the
protocol aliasing problem: all nodes using encoyptuse the Storm protocol.
With the reverse-engineered key, we could readpasate Storm nodes from other
nodes in the overnet network. However, althougtiesmn the encrypted network
communicate using the Storm protocol, not all afsth nodes are actually hosts
infected with the Storm boAnother unique aspect of the crawling a botnet like
Storm is the challenge of differentiating betweeatual Storm nodes and other
nodes that masquerade as Storm nodes. In [10]Jeffest is called adversarial
aliasing. Over time Storm has received significatiention from other parties.
Actions of these patrties significantly influencée tact of measuring Storm. Just as
[10] crawls and monitors Storm, so do other groterm has also been the target
of attempts to poison or pollute the network tovprd it from functioning
efficiently, or at all. As one example, earlierStorm's life cycle, updates to the
binary were disseminated by publishing URLs to addehardcoded keys. By
advertising non-existent nodes close to those keygs theoretically possible to
prevent nodes from finding the published URLs ahdstprevent them from
downloading updates [12]. As another example, tectionless nature of UDP
allows messages with spoofed source addresseadb tiee application layer and
force peers to consider this IPs as possible nodd®se network. Finally, when a
node trusts unsolicited published messages, ankattaan overwrite the value
stored at the key and pollute the network. Netwpdisoning, for example,
remains an active phenomenon. Just as Storm deartchtake into account the
presence of other active participants interactinth whe Storm network. Storm
drain itself has an effect on the network, toori@tdrain selects a random OID on
every query and response that it sends, and thi&xewall enter the routing tables
of other nodes participating in the Storm overingit tStorm drain interacts with
directly or indirectly. As such, Storm drain wappear to be millions of bots with
random OIDs over time. Although the impact mighpegr substantial, other
participants tracking nodes in the network canlgadentify Storm drain as an
invalid node. Storm drain does not spoof its seuR; and manual inspection of
the source of such hashes would identify Stormndaaian incorrectly functioning



node. In fact, another instance of Storm drain s ¢urrent network would be
quickly removed for flooding OIDs and would not hareimpact on our estimate
of the network size. The active node populatiorStdrm is constantly changing
over time: hosts arrive and leave continuously. rhie@ about new hosts is
straightforward. Storm drain actively crawl the ting tables of peers in the
network, and continuously receives unsolicited ragses advertising hosts.
However, when tracking the active population ofshat is crucial to also track
when nodes become inactive. Peers can becomeveact dead, for a wide
variety of reasons: they can be NATiedodes behind silent drop firewalls,
previously valid peers which have been cleanedhot slown, currently active
peers, which have been restarted and have chosatiffaaent port for
communication, or invalid addresses sent by a buggyalicious poisoning node.
In a similar vein, nodes which had previously resfex to Storm drain probes and
fell silent could be due to rebooted or cleanedhmees. It is also common that a
NAT device in front of the peer has lost the magpior communication between
the infected machine and Storm drain. The Stormverreet implementation
includes no method of removing bad hosts fromntsrnal peer list. As a result,
Storm drain has to determine when peers expirenamch of the development
effort put into Storm drain has been to improvedheuracy of pruning dead nodes
from the list of active nodes. Storm drain repelgtesgénds messages to its list of
known nodes and tracks which nodes respond. Tteestaucture for connected
peers includes a counter of unanswered messagesdor peer. Peers which have
never replied are removed after a handful of unanssvmessages, whereas peers,
which had previously responded and are considasedonnected are given more
leeway in terms of the missed replies. If messagasto a peer result in more than
a few ICMP errors of any sort, Storm drain consdée host unlikely to be able to
communicate and discards it. While the removalatéd positives like poisoned
data and stale mappings is an important facet wiirgaan accurate view of the
network population, ensuring that the crawler does remove valid peers is
equally important. The problem is that valid peeray not be able to always
receive and, hence, respond to probes from Stoam.dtLacking responses to
probes, Storm drain may then decide that thosespmer dead when in fact they
are still active participants in the botnet. WHil®] does not have any evidence
that valid peers will refuse to respond to valickges, NATs and firewalls can
refuse to forward our traffic to nodes which ardihd them. This dropping can
either happen because the node has never contasteéfore, or the mapping
between the external port and the internal nodeeRpsed and communication is
no longer possible. When a node, even one whinbtisesponding, is added to the
Storm drain state machine, we keep track of howyntanes this node has been



advertised to us, and whether it has been advedigean active node. If a node is
behind a NAT and has not been informed of the pi@sef our crawler by one of
its peers, [10] will be informed of its existencgdxtive nodes but will not be able
to communicate with it directly. Conversely, if ade is behind a NAT which times
out UDP ports rapidly, it will be continually reged to us as active, but our
crawler's mapping in the NAT table might be losdawith it, our ability to
communicate with this node. Although second-hanovkadge of NATted nodes
is helpful, if we were able to convince these nottesnitiate contact (for the
former case) or continually contact Storm draintfia latter case), we can form a
much more informed estimate of which nodes areruebuch NATs. For the latter
case of rapidly remapping NAT devices, the probisnthat nodes do not query
Storm drain often enough to maintain the connectothin the device's NAT
table. One key deficiency of earlier versions abrBt drain in this case is that,
while it sent queries and listened for respondaldinot send responses of its own
to nodes which query it. Having Storm drain respomchodes which query it
refreshes NAT and firewall timeouts, thereby emablstorm drain to probe and
track those nodes more reliably. For the formeeca® devised another heuristic
to elicit new connections from nodes with which ][b@&ve never had any direct
contact. This heuristic takes advantage of senmmapnfiGtorm node behavior. Over
time, [10] found that certain regions in the ID spdwith locality defined by the
XOR metric) would become very popular for a shatipd of time. To make it
more likely that NATted nodes contact Storm drarhgenever Storm drain noticed
these popular hashes it chose for itself an OlEhat region while crawling the
network. These two techniques had a noticeable awgment on Storm drain's
ability to track NATted nodes. Even with these isics, there could still be
errors in Storm drain's estimates of active nodé® estimate the potential
magnitude of this error, we can use counts of tinmber of nodes that stopped
responding and never responded as upper boundkseoaritor — note, though,
there are many reasons why nodes stop respondingver respond. The number
of nodes that never respond is much smaller. Eedhof these nodes were actual
Storm nodes that Storm drain could not communieate, the error estimate of
the number of active nodes would be less than 1¥#atV8eemed an easy task,
given Storm's use of a well-documented protocolme®e was in fact significantly
complicated by a range of factors including inndcagoplications using the same
protocol, the impact of address translation, amddimallenges presented by active
network spoofing and poisoning by outside partigshsas other research groups.
The entire endeavor begs the question, how can lmnesure in such an
environment. It seems likely that the same kindsroblems we have encountered
will continue to arise with new botnets, althougeyt will undoubtedly have their



own intricacies and complexities. Unfortunatelyseems overly optimistic to hope
that the techniques [10] has developed will proneversally applicable and thus
our community should have considerable skepticibomutithe veracity of botnet
measurement results going forward. Considering [ttds 12] offer a number of
suggestions, ranging from the grounded and pragmatithe wildlynaive and
optimistic. First, when evaluating botnets usingseng protocols for their
organization or command and control, researchessighbe required to explain
how they differentiate between bots and aliasioghfother protocol users. Simply
claiming that the botnet does not overlap with pteplications is not sufficient
since this can happen both intentionally from tlo¢ imaster using the existing
infrastructure to jump start their own or inadvathg via aliasing from NAT or
simply a bot host that also happens to have thdicagpn on it. Second,
researchers should be expected to document thadseymptions underlying their
measurements. Several of these assumptions (@g.IDbpersistence, bot ID
uniqueness, IP address persistence and IP addmagsieness) should be
considered fundamentally suspect in the same waty absumptions of Poisson
packet arrival times trigger eye rolls in the netkiiog community. Only when
such assumptions are independently validated sheagddlts based on them be
permissible. Finally, care must be taken not tavestently measure the activities
of other researchers. Addressing this problemamlpxing because there is
nothing fundamental allows one to make this deteation; a sufficiently
sophisticated researcher can design software ghatistinguishable from a bot at
the network layer or simply infect a large humbghoneypots with the bot itself
and manipulate their behavior. Conversely, a botldrewishing to conceal their
activities might make subsets of their bots beharmemalously and thereby be
mistaken for other researchers (and hence not lasuned). In the end we have no
perfect proposal. Life was decidedly easier wher oauld study malware in
isolation. However, since network-persistent maévhke today's botnets seems
likely to stay, it behooves us to be aware of thessblems and do our best to
manage them.
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